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Business Online Banking RSA® Software Token Setup Guide

Getting Started

A company’s Primary Administrator is automatically entitled for soft tokens once the Business Online Banking
company profile has been enabled for soft tokens.

e Primary Administrators: To entitle additional company users, follow the steps below.
e Users: Please proceed to the Token Setup section beginning on Page 4.

User Entitlement

To entitle a user for soft tokens, navigate to Administration/Company Administration. Scroll to the
Manage Existing Users section and select the user to be updated.

User Administration
Review the options listed below for available user adminis
New User

‘You will have an opportunity to copy an existing user durir

>redit Card
stration .

anage Existing Users

To manage a user's profile, roles, service & accounts, systi

User ID

ADMIN

Under Services and Accounts, click the Edit icon.

Roles /¢

Roles
Administration
Setup

Approval

>

Service

ACH Positive Pay

Bill Pay

Business Online Payroll

CCD Payment

MIDF!RST
BANK Business Online Banking Software Token Setup Guide

02-2022



Navigate to Soft Token Approval and click the Plus Sign icon.

v PPD Payment E bled, accounts entitled. = ®
v State Tax Service enabled. 74 ®

A green dot will appear next to Soft Token Approval after clicking the Plus Sign icon. Click
Save Changes to complete the user entitlement.

( Soft Token Ap sroD
sl

Token Setup
Once entitled for Soft Token by a company administrator, visit the Apple App Store (iPhone) or Google Play

(Android) and download the RSA SecurelD Software Token App.

RSA SecurlD

C ' . Software Token
0 RSA Security

SecurlD
[ open J 0
3. 4+ #77 @
L8 & $%GAd Years Old Business RSA Securi

Login to Business Online Banking
e Visit midfirst.com to login to Business Online Banking using your company ID, user ID and password.
o First time users — When logging in for the first time, you will be prompted to
authenticate by selecting a phone call or text message to a number on file. Once
verified, user will be prompted to update temporary password.
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Establish Software Token
e The Set Up Software Token Sign On screen will appear once login credentials have been
successfully entered. If you wish to delay the token setup, click Continue signing on. Note: You
will be unable to approve transactions until you complete the token setup process.
e To proceed in setting up the token, select the mobile device’s operating system (Apple or
Android) from the dropdown box and click Continue.

[11] MIDFIRST BANK

Set Up Software Token Sign On

You can delay software token activation and continue signing on;
however, you will be unable to approve transactions until activation is
complete.

Device OS:

Android(OS 4.1 or higher)
Apple(iOS 8 or higher)

e A QR code will display on the screen.

Set Up Software Token Sign On

Scan the QR code
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Apple Devices
Open the RSA app

(1) Tap the Plus (+) in the lower left-hand corner.
(2) Tap Scan QR Code to trigger cell phone camera to scan the QR code.
(3) Point and scan QR code displayed on the screen and click Continue.

Step 1

Step 2 Step 3

Scan the OR code

Scan the CR code below using |
“Contnue.”

Te cantsl, retum b3 e Sign o o
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Android Devices

Open the RSA app
(1) - Tap the Import Token (+) in the lower left-hand corner.
(2) - Tap Scan QR Code to trigger cell phone camera to scan the QR code.
(3) - Point and scan QR code displayed on the screen and click Continue.

Step 1

Welcome

To use this app, you must
import a software token. If your
administrator requested your
device ID, tap Device ID. For in-
structions on importing a token,
contact your administrator.

Device ID:

SecurlD

® =)

Import Token Device ID

Step 2 Step 3

Set Up Software Token Sign On

Scan the QR code

Import Token

Import URL

Scan QR Code/
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Create PIN

e Once the QR code scan is successful, create an 8 digit PIN and click Continue.
IMPORTANT: Please commit the PIN number you created to memory, as it will be used in
conjunction with the token code to create the Passcode that is used to approve transactions. See
Page 7 for more information about approving transactions with a Passcode.

[ii] MIDFIRST BANK

Set Up Software Token Sign On

Create your PIN.

PIN:

Your PIN:
- Must be 8-digits long.

Confirm PIN: -

T

e After creating a PIN, the login page will display so that you may enter your password and continue
logging in.

[Tl MIDFIRST BANK

Sign in to Business Online Banking

Company ID: 542991

User ID: jsmith

Password:

BT -

Enter different Company/User ID

Forgot your password?
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Soft Token Approval - Desktop

The combination of PIN and token code — referred to collectively as a Passcode — will be required to
approve transactions with the soft token.

IMPORTANT: Be aware of the amount of time left in the RSA app, as indicated by ‘seconds
remaining’ clock. It is recommended that you copy the code after it refreshes to allow for the
maximum amount of time (30 seconds) to obtain a code and complete the login process.

i & SecurlD -
Enter PIN + Tokencode @

() 84836195 »

e To approve a transaction, click the checkbox next to the transaction and click Continue.
e The Secure Token — Passcode pop up screen will appear. Enter the Passcode, which is your 8-digit PIN
and token code, and click Continue.
[11] MIDFIRST BANK Welcome  Reports  Money Movement  Account Services  Administration
*
Secure Token Passcode
Enter your passcode and click "Continue."
Transactions cannot be approv il you have activated your software token. If
‘you have not activated your software token, sign off and complete the activation.
e The Payment Confirmation screen will appear upon successful approval.
[l MIDFIRST BANK Welcome
. W,
Business Online Banking
Approvals
Transfers Transactions Templates Sche
ACH Transaction Approval Confirmation
The requests below have been lransm—mem
G e
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Soft Token Approval - MidFirst Business Mobile App

Business mobile users with applicable entitlements may approve transactions in the Business Mobile app with a
soft token after the token setup process has been completed.

Soft Token Approval — Apple Device

e To approve a transaction in the Business Mobile app, tap the More button on the bottom right of the
screen and select Approvals from the menu on the next screen.

12:529

Sign Off

More \ @ Help
@@ Payment Accounts

@ Approvals

-

(“) Positive Pay

=® Payees

@ Settings
@ About

e Select the transaction to approve and tap the Approve button at the top right of the screen.

12:53 9

12:53 v w!/LTE@ )

< Back Details

g (v |

*7432-MFB Test Account

PPD PAYMENT L . / MidFirst Test

< More Approvals Refresh

PPD Payment

Today

Mobile Test 4
*7432-MFB Test Account

$1.01

1

07/24/2018
ADMIN
07/23/2018 6:18 PM

2 of 2 remaining
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To approve the transaction, enter your PIN in the Passcode field

o Open RSA® app to access the token code (8 digit code in the RSA® app).

o Write down or memorize the code and reopen the MidFirst app.

o Return to the MidFirst app to enter the token code next to the previously entered PIN (no
spaces) and tap Submit. A confirmation message will display upon successful approval.

12:54 v

Cancel Passcode Confirmation

a This item has all required approvals and was successfully
transmitted

PPD Payment

Confirmation number 3029296811
Transmitted
Originating account *7432-MFB Test Account
CH Name / ACH ID / MidFirst Test
ame Mobile Test
$.50

1
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Soft Token Approval — Android Device

e To approve a transaction in Business Mobile, tap the More button at the top right of the screen and
select Approvals from the menu on the next screen.

3 NXE @ 56-.1 87% W 14:28 B RIN Q@ 56- . 87% W 14:28

MIDFIRST BAN

MIDFIRST BANK

© o ©

Accounts Recent Locations

© o0 ©

Accounts Recent Locations

© Hep
@ Aoprovals h
© About

MFB Test Account *7459

e Select the transaction to approve and tap the Approve button at the top right of the screen.

12:53 4 o LTE@
Details
< More Approvals Refresh
PPD Payment #
Today
PPD PAYMENT riginating int *7432-MFB Test Account
*7432-MFB Test Account T kRS ASALE il
b1.05 . Mobile Test 4
ount $1.01
1
Effective date 07/24/2018
Entered by user ID ADMIN
Entry date and tim 07/23/2018 6:18 PM

2 of 2 remaining
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e To approve the transaction, open the RSA® app

O

O
O
O

Press the ‘Copy’ button at the bottom of the screen to copy the token code.

Open the MidFirst Business Mobile app

Enter PIN in in the Password field

Press and hold the screen next to the last number entered for your PIN to copy the token
code. Tap Paste and then Submit.

e A confirmation message will display upon successful approval.

e

secure passcode.

& Passcode SUBMIT

Enter Passcode

The activity you have requested requires the entry of a

3 RN @ 56- .1 86% W 14:29

Confirmation

@ This item has all required approvals and was successfully
transmitted.

PPD Payment

rmatior mbe! 3029296811

Transmitted

) account *7432-MFB Test Account

{ Name / ACH ID / MidFirst Test

Mobile Test

Amount $.50

1

For questions, please contact Commercial Services at 877-516-2777 or commercialservices@midfirst.com.
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